Abstract-Data mining is a common automated way of generating normal patterns for intrusion detection systems. In this work a large dataset is customized to be suitable for both sequence mining and association rule learning. These two different mining methods are then tested and compared to find out which one produces more accurate valid patterns for the intrusion detection system.Results show that higher detection rate is achieved when using apriori algorithm on the proposed dataset. The main contribution of this work is the evaluation of the association rule learning that can be used for further studies in the field of database intrusion detection systems.
INTRODUCTION
Data mining is widely used and accepted as knowledge discovery method that discovers useful patterns in data withoutuser interference and prepares some information to users or analysts to make important decisions in organizations. Data mining science is growing and developing rapidly. Statistical and machine learning techniques were used to store numerical and structured data before, but is now combined with artificial intelligence, and models with heterogeneous data formats such as structured, semi structured, and unstructured, that are being applied in current data mining processes.
In other words, data mining could be known as the natural evolution of information technology. This evolutionary process is the result of an evolution in database industry such as operationsin data collection, database creation, data management and analysis and interpretation of data. The main reason that makes data mining stays in the focus of industry is the growth of data size and the strong need for mining and extracting useful information to be used in a wide range of applications.
Different data mining tools and methods are required for data analysis and pattern discovery that canhelp to provide better strategies for business and scientific research areas. The existing gap between raw data and useful information showsthe importance of the need for data mining techniques to turn the plain data into valuable information. Therefore, some techniques are needed for knowledge discovery that can automatically find logical relationships between data with minimum user intervention.
Many issues may arise in terms of performance and efficiency when dealing with large volume of data in databases. In addition, the same mining method may not provide the desired results when the purpose of mining changes. For intrusion detection systems, there are few frequently used mining algorithms. Two common methods are association rule learning and sequence mining.
In this study, apriori algorithm is selected as association rule learning method. The result of mining the dataset is then compared with sequence mining. Both these techniques are used on a large dataset that is generated and introduced in this study.
II. RELATED WORK
For few decades, data mining has been used as apopular technique for extracting information from various databases in different areas.It is because of the flexibility of mining methods that help working on different types of datasets and consequently achieving desired results. Data mining is the kind of searching technique for related information in massive volume of databases. It follows a set of activities for data analysis and data interpretation [1] .
Data Mining has various goals such as classification, prediction, clustering and estimation [2] . Several models and algorithms such as genetic algorithm, Naïve Bayes classification, regression model, and hierarchical algorithm are available for each of these goals. Flat files and Relational databases are common types of data structuresused for knowledge discovery by Data Mining.
Due to appearance of high-throughput experimental technologies and high-speed internet connections, generation and transmission of massive volume of data has been automated. Consequently, science, industry, and even 978-1-4799-6444-4/14/$31.00 ©2014 IEEE individuals face lots of challenges and have to find efficient and effective way to deal with. Accordingly several Data Mining approaches have been created and utilized over the past decade [3] . However, these approaches usually deal with certain subtype of data rather than any type.
Some of the common data mining techniques can be categorized as follows: Classification: is a method that classifies data into the desired and predetermined classes [4] . Clustering: is similar to classification except that the classes are not known. Therefore, they will be defined and labeled based on similar set of characteristics. Association rule mining: in this technique relationships between data which is called association rules are discovered [5] . For example the rule A B indicates that whenever A is requested B is also requested accordingly.
Estimation and prediction are also data mining techniques that help to estimate or predict a value for an item [6] . Data mining is applied in different areas like business and medical data analysis, big data analytics and also social science issues. Fig. 1 shows the overall data mining process from problem definition to deployment. Fig. 1 . Data mining process [7] However, the main focus area of data mining application in this study is for intrusion detection systems at the database level.
Intrusion Detection System (IDS) is defined as a mechanism to detect and report any suspicious activity in the system. The idea of such systems have been introduced and increasingly being concerned during last decade. As it is defined in [8] IDS should be able to produce an alarm in case of any security threat to notify security administrators. Two models have been defined by which decisions are made in order to detect threats; anomaly detection and signature detection [8, 9] . In anomaly detection all activities are divided into two categories of normal or abnormal, then the abnormal behaviors considered as intrusions [9, 10] . Signature based detection uses a predefined list of known intrusions to detect threats. If behavior is close to the stored patterns it will be considered as intrusion [10] .
Several works have been done in the area of intrusion detection systems to protect a system at network or operating system level but rarely focused on database itself [10, 11, 12, 13] . Three types of database users that may threaten database systems are masquerade users who pretend to be an authorized user, authorized users who can access information legally, and the users who intrude the system in stealth mode [11] , [14] . From these three groups of users, the second type,that is authorized users, is more difficult to detect. It is not easy to distinguish between normal and abnormal activity of an authorized user since they have legal privileges to access database objects [11] . Therefore, a proper data mining method is required to provide accurate patterns for further detection procedures.
III. METHODOLOGY
In this section the process of creating sample dataset is explained. Then mining methods including association rules and sequence mining are discussed accordingly. The reason these two methods are chosen is that they are both widely used in recent studies on database intrusion detection systems. At the time of preparing this paper authors are working on a comprehensive intrusion detection system to detect malicious activities on large databases in which data mining and generating valid patterns is the first step.
A. Sample database
There are several datasets available [15, 16, 17, 18] for data mining purposes. Some popular datasets can be foundon Microsoft data mining tools [19] and WEKA project [18] . However, for this study a customized database is needed to fulfill all requirements of pattern generation for an adaptive intrusion detection system.
The structure of the database follows TPC-W [20] standard which is widely accepted as a benchmark. This database represents a complete data warehouse with all necessary relationships among tables and attributes. The database is then filled randomly with ten million records of realistic and valid data. The code to generate and insert random data is created in Java programming language along with SQL scripts.Then 500 transactions are generated and lunched at database to provide a suitable database log for the mining process which is discussed in the next section. Transactions are designed in a way that include sufficient relationships between data items for which association mining algorithms can find and generate rules. 100 malicious transactions are also generated to check the accuracy of detection. This will achieve by comparing normal and abnormal patterns. The malicious transactions include queries in which very rare normal access patterns can be found. For example a select *, delete * or drop table command cannot be found in frequent itemsets or sequence access patterns of both association rule learning and sequence mining processes.
B. Mining methods
Two data mining methods are selected for this experiment in order to generate valid patterns. Both methods are popular in the field of database intrusion detection systems. In general, sequence mining focuses on the sequence access to the data and create patterns while association rule learning concentrates on the overall data access regardless of their access sequence.
Association rules would be used to uncover relationships between unrelated data in rational databases or any other kind of data repository. An association rule is divided into two parts, "if" and "then". For example, "if a customer buys a dozen eggs, he is 80% likely to also purchase milk." In fact, association rules constitute through analyzing the data by if/then patterns and using criteria such as "support" and "confidence" to identify the most important relationships. Support determines the frequency that items appear in database and Confidence shows the number of items the if/then has been found to be true. In a nutshell, association rules are helpful for analyzing and predicting customer behavior in data mining [21] . Apriori is a popular association algorithm with the aim of finding the frequent item set by making multiple passes over data. In K-th pass, this algorithm will find all the item sets which have K items and call them K-itemset, considering that each pass consists of three phases [21] . Assume that E k shows the items involved in K-itemset and C k is the candidate set of K-itemset. Then:
First phase: The candidate sets of all items of (K-1)-itemset are produced in this phase that are used for producing all candidate set of C k . This procedure helps to ensure that C k is a Superset for K-itemset. A specific data structure of Hash tree is used to save C k . Second phase: This is the phase of scrolling the data in support counting phase. For each transaction, some candidates of C k that also exist in transaction are selectedfor Hash tree, and then their support count will increase. Third phase: To identify data in C k that may also exist in E k , C k will be mined. The algorithm will end when E k or C k +1 are empty. The input is a transaction table that has two characteristics, transaction identification (t id ) and item identification (item). The number of items of t id is variable and is not clear at the time of creating the table.
In sequence mining access orders of an object is extracted in terms of read and writeoperations [22] .The sequence can be represented in the form of <s ir/w ,..,s kr/w >, where s i to s k shows the attributes and r/w shows read or write actions. For example in sequence <s 1r ,s 2r ,s 3w >, s 3 is written after s 1 and s 2 are read. However, in most cases read and write operations are performed at the same time in one transaction therefore sequences are generated for a combination of both operations. These sequences are then used to detect malicious accesses in database systems.
IV. EXPERIMENT AND RESULTS
In this section both mining techniques used above are tested on the dataset. Several valid and malicious transactions are generated as incoming requests. Patterns for existing and incoming data are created using apriori algorithm and sequence mining method. A Java code is developed to compare patterns extracted from transactions to the signatures generated at data mining level. This experiment is performed for both association rules and sequence mining separately.
A. Apriori algorithm
In this part the dataset is examined by apriori algorithm for association rules learning. The dataset consists of millions of data items that are ordered for several times through different complicated queries. This is discussed in section III along with an explanation on malicious transactions that are intentionally generated to see if the mined associations are useful against the intrusions. A simple code is used to compare patterns at this leveland since the IDS system itself is not a focus of this study the details of used dIDS is will be postponed to future works.. The threshold for the comparison between normal and malicious patterns is set to 60% as it is observed that for similarity rate of more than this percentage there are plenty of false positive alarms generated through the system. Equation 1 [23] shows the formula which is used for calculating the rate of success matches.
where is the rate of successfully identified attacks. and represent the number of entering transactions and number of valid signatures respectively.
The result shows 43% for the measurement above which represents the detection rate while using apriori algorithm as the mining method for data dependencies.
B. Sequence mining
Sequence mining is used on dataset for the experiment this time. The overall process of this experiment is equivalent to the association rule except in this method the focus is on the order of accesses during the mining procedure. Same task is performed for both existing and incoming data. The output of comparison is used to calculate the coverage or successful detection of attacks in Equation 1. Result shows 36.5% detection rate. Table I shows the overall results from the experiment. An evaluation on two different mining methods is presented in this paper. One is apriori algorithm which is used to extract association rules and the other is sequence mining that finds access sequence of data items. The output of mining process is valid patterns which are used to detect malicious requests on database through intrusion detection system. Results show that for the dataset specified in this paper apriori algorithm can provide more precise patterns, leading to higher detection rate.
As this is a work in progress, a detailed experiment is being performed on a novel intrusion detection model that will be presented in the near future. The output of this work will be used as a proof and justification of using apriori algorithm in database intrusion detection.
